YrpaBnenue oOpa3oBaHU
aJIMUHUCTPALNHA MyHHUITUIAIBHOTO paiioHa « COCHOTOPCK»

IHPUKA3

oT  26.12.2025 Ne 449 (OJT)

r. CocHOropck

O6 ompezaeneHnn yrpo3 6€30MaCHOCTH MEPCOHANIBHBIX JAHHBIX, aKTyaJIbHBIX MIPH
00paboTKe MEepCOHANBHBIX TAHHBIX B HMHPOPMAIIMOHHBIX CUCTEMax NEPCOHATBHBIX
JAHHBIX B YTIpaBiIeHUH 00pa30BaHusl aIMUHUCTPAIIMIN MYHHUIIMIIAIBHOTO pailoHa
«CocHoropck»

B cootBerctBuu ¢ yacthio 5 ctathu 19 @exnepansHoro 3akona ot 27.07.2006.
N 152-®3 "O nepcoHalbHBIX JaHHBIX", C IIEJIbI0 00ECTIeYeHUs €AMHOTO MOAX0/a K
OTIPENICTICHUIO yTpo3 0€30MacHOCTH TEPCOHANBHBIX JaHHBIX, AKTyaJbHBIX TMPH
00paboTKe EPCOHANBHBIX JAaHHBIX B MH(OOPMAIIMOHHBIX CUCTEMaX MEePCOHATBHBIX
JTAHHBIX B YTpaBJeHUU O0Opa30BaHMs aIMUHUCTPAIUM MYHHIIUIAIBLHOTO paioHa
«CocHoropck» (manee — YupaieHre 00pa30BaHus)

ITPUKA3BIBAIO:

1. Onpenenuth yrpo3sl 0€30MaCHOCTH MEPCOHANBHBIX JAHHBIX, aKTyalbHbIE
npu  00pabOTKE TMEpPCOHANBHBIX JAaHHBIX B HMH(DOPMAIMOHHBIX CHCTEMax
NEPCOHATBHBIX JaHHBIX B YTIPABICHUH 00pa30BaHus, COTJIACHO MPUIIOKEHHUIO.

2. Kpasuory K.JI., Bemymiemy mnporpaMMHUCTy, pPa3sMECTUTh IpUKa3 Ha
ouIaIbHOM caite VYnpasnenus oOpa3oBaHus aAMUHHCTPALINU
MYHULUNAIBHOTO pailoHa « COCHOTOPCK» B ceTH «HTEpHETY.

3. KoHTpomb 3a ucmoaHeHneM HaCTOAIIETO MPUKa3a OCTABIISIO 32 COOOM.

Hauvansnuk
VYnpasnenus oOpazoBaHus H.P. Cengnena

JIucronan Vpuna [MaBnosua, 8(82149)5-12-83



YTBEpKIAEHO
MpUKa3oM YTpaBieHUs 00pa30BaHUs
oT 26.12.2025 Ne 449 (O 1)

VYrpo3bl 6€30MacHOCTH MEPCOHATIBHBIX JJAHHBIX, aKTyalbHbIE PU 00paboTKe
MEPCOHATBHBIX JAHHBIX B MH(POPMALIMOHHBIX CUCTEMAX MEPCOHANBHBIX JAHHBIX B
VYnpasnenun o6pazoBaHusl aAMUHUCTPALIMY MYHUIIMIAIIBHOTO pailoHa
«CocHOropck»

1. O0ume moI0KEeHUs

1.1. Yrpo3sl 0€30MacHOCTU TEPCOHANBHBIX JaHHBIX, aKTyallbHbIe TIPHU
00paboTKe EePCOHANBHBIX JAHHBIX B MH(OOPMAIIMOHHBIX CUCTEMaX MEePCOHATBHBIX
JTAHHBIX B YTIpaBJIeHUU 00pa30BaHUs aIMUHUCTPAIMM MYHHMIIMIAIBLHOTO paloHa
«CocHoropck» (mamee - AxrtyanbHble yrpo3sl 6Oe3omacHoctu  MWCII[n),
OTIpENICJICHBl B COOTBETCTBUHU C YacThi0 5 crathul 19 denepanbHOrO 3aKOHA OT
27.07.2006 Ne 152-®3 «O mnepcoHANBHBIX JaHHBIX», I[OCTAHOBJIECHUEM
[IpaButensctBa Poccuiickoit ®enepanmu ot  01.11.2012 Ne 1119 «OG06
YTBEPKACHUU TPeOOBaHUH K 3alUTE MEPCOHAIBHBIX JAaHHBIX TIPU UX 00pabOTKE B
MH()OPMAIIMOHHBIX CHCTEMaX MEPCOHAIBHBIX JTAHHBIX», TpUKazom dDenepanbHON
CITY>KOBI TI0 TEXHUYECKOMY W dKCIOpTHOMY KoHTpouto (nanee - ®CTOK Poccun)
ot 11.02.2013 Ne 17 «O6 ytBepxkaenun TpeOoBanmii 0 3amure WHGOPMAIUHU, HE
COCTaBIIAIONIEH TOCYIapCTBEHHYIO TalHy, COJep)Kallleiicss B TOCYAapCTBEHHBIX
uH(OpMaIMOHHBIX cucTteMaxy, mpukazom ®CTIK Poccun ot 18.02.2013 Ne 21
«O0 ytBepxkaennn CoctaBa U cofiep>KaHUsl OPraHU3AIMOHHBIX U TEXHUYECKUX MEP
no obecrmeyeHUI0 OE30MaCHOCTH TEPCOHANBHBIX JAaHHBIX IPH HX 00paboTKe B
MH(POPMAIIMOHHBIX CHCTEMaX IMEPCOHAIBHBIX JaHHBIX», MpuKazoMm denepairbHOi
cyx0b1 Oe3omacHoctu Poccuiickoit ®enepamuu (manee - ®Cb Poccum) or
10.07.2014 Ne 378 «O0 ytBepxkaeHun CocTaBa M COACPIKAHUS OpraHU3aAUOHHBIX
U TEXHUYECKHUX Mep Mo o0ecreueHno 0e30MacHOCTH NMEPCOHATBHBIX JAaHHBIX MPH
ux o00paboTke B HMHPOPMAIMOHHBIX CHCTEMaX IEPCOHANBHBIX JaHHBIX C
UCIIOJIb30BAaHUEM  CPEACTB  Kpunrorpaduyueckod  3amuThl  uHOOpMAIH,
HEOOXOJIMMBIX JIJI BBITTOJTHEHHUs ycTaHOBJEHHBIX [IpaButenscTBOM Poccuiickoit
denepany TpeOOBaHMI K 3alIUTE MEPCOHATBHBIX JAHHBIX JUISI KaXKIOTO U3
YPOBHEUW 3alIMIICHHOCTH», METOAUKON OIpeNesieHUusl aKTyallbHbIX YIpoO3
0€30MacHOCTH TEPCOHAIBHBIX JAHHBIX MPU HX 00paboTKe B WH(MOPMAIIMOHHBIX
CUCTEMAaX TNEPCOHANbHBIX JAHHBIX, YTBEPKIECHHOM 3aMECTUTEIEM JUPEKTOpa
OCTIK Poccun 14.02.2008, MeToau4ecKUMH PEKOMEHIAIIMSIMH 10 pa3paboTKe
HOPMAaTUBHBIX IPABOBBIX AaKTOB, OMNPEACISIONMX yIrpo3bl 0€30MacHOCTH
MEPCOHATBHBIX JAHHBIX, aKTyaJIbHbIC MpHU 00paOOTKE MEepPCOHANBHBIX JAHHBIX B
WH()OPMAITMOHHBIX CHCTEMax TIEePCOHAIBHBIX JaHHBIX, JKCIUTYaTUPYEMBIX MpH
OCYILIECTBIICHUU COOTBETCTBYIOIIMX BHUJIOB JIESITEIBHOCTH, YTBEPKICHHBIMU
pykoBoactBoM 8-ro Ilentpa ®CB Poccum ot 31.03.2015 Neo 149/7/2/6-432,
bazoBoii Mozenbio yrpo3 0€30MacHOCTH MEPCOHAIBHBIX JAaHHBIX NIPU HUX



00paboTke B MHGOPMAIIMOHHBIX CUCTEMAX MEPCOHATBHBIX IAHHBIX, YTBEPKIACHHOM
3amectuteneM aupekropa @CTOK Poccum 15.02.2008, bankoM naHHBIX yrpo3
Oe3omacHoCcTH HMHQOpMAIMKU, pa3MellleHHbIM Ha oduimansHoMm caiite OCTOK
Poccun (http://bdu.fstec.ru).

1.2. AxrtyansHble yrpo3sl Oe3omacHoctu HWCII[IH conepkar nepeuyeHb
aKTyaJIbHBIX yTpo3 O€30MaCHOCTH MEPCOHAIBHBIX JAHHBIX MPU UX 0O0pabOTKE B
MHQOPMAIIMOHHBIX CHUCTEMaxX TNEPCOHANBHBIX JaHHbIX (namee - WCII/H)
VYopaBnenuss ~ oOpa3oBaHUs ~ QAMUHUCTpAllMd  MYHUIMOAIBLHOTO  palioHa
«CocHoropck» (nanee — YrpasicHHe 00pa30BaHus).

1.3. Axrtyansabie yrpo3sl 0e3onacHoctu MCIIJIH moanexxat aganTanuu B
X0J1e pa3pabOTKH YaCTHBIX MOJENIEH yrpo3 0€30MacHOCTU MEPCOHATBHBIX JTAHHBIX
JUTSL KOKJI0M MH(POPMAIIMOHHOM CUCTEMBI Y TIpaBjeHUs 00pa30BaHUsI.

1.4. ITpu pa3zpaboTKe YaCTHBIX MOJIeNIel yrpo3 0€30MacCHOCTH MEePCOHATBHBIX
JTAHHBIX MPOBOJUTCS aHAIU3 CTPYKTYpPHO-(PYHKIIMOHATBHBIX XapakTepucTuk HC,
AKCIUTYyaTUPYEMON TIPU OCYIIECTBICHUHN YTpaBieHUEM oO0pa3oBaHusi (QYHKIUN U
MOJIHOMOYHUH, a TaKXKe MPUMEHSEMBIX B Hel WH(OPMAIIMOHHBIX TEXHOJOTHH H
0COOCHHOCTEH ee¢ (DYHKIIMOHUPOBAHHUSA, B TOM YHCIIE C HCIOJIb30BaHUEM baHka
JTAHHBIX YTpo3 0€30MacHOCTU UH(POPMAITUH.

1.5. B 4acTtHOil Monenu yrpo3 O€30MacHOCTH TMEPCOHAJIBHBIX JaHHBIX
YKa3bIBaIOTCS:

- ontucanue UCIIJIH u ee CTpyKTypHO-(DYHKIIMOHATBHBIX XapaKTEPUCTHK;

- OmHucaHWe yrpo3 Oe30MaCHOCTH IMEPCOHAIBHBIX JaHHBIX C Y4YeTOM
COBOKYITHOCTH TIPEIIOJIOKEHUHN 0 c1ocobax, MOArOTOBKE U MPOBEJCHUY aTak;

- omnucaHue BO3MOXHBIX ys3Bumocteid MC, cnocoboB peanuzanuu yrpos
O0e3zomacHOCTH HMH(POPMAlMM M  TOCIEICTBUNA  HapyHIeHUH  Oe30ImacHOCTH
uHdOpMaIHH.

1.6. ba3el gaHHBIX UWH(OpPMAIMK, C  HUCIOJB30BAHUEM  KOTOPBIX
OCYUIIECTBIISIIOTCS  cOOp, 3amuch, CHUCTEMaTH3allvs, HAKOIUICHHE, XpaHEeHHeE,
yTouyHeHue (OOHOBJIEHHE, W3MEHEHHE) TMEePCOHANBHBIX JAHHBIX TpaxaaH
Poccuiickoit @enepannu, HaxoasaTcs Ha Tepputopun Poccutickoit @enepanum.

1.7. BBoxg mnepconanbHbix AaHHbIXx B MC wu BbeIBOA AaHHbIx u3 HC
OCYUIIECTBIISIIOTCS C MCIOJB30BAaHHEM OyMa)XHbIX M OSJCKTPOHHBIX HOCUTENEH
uHpopmaru. B kadecTBe 37EKTPOHHBIX HOCUTENEH MH(POPMAIMH HCTIOIB3YIOTCS
VYTCHHBIE ChEMHBIE HOCUTEIM HHpOpManuu W onTudeckue aucku. octym k
NUCTIJIn orpaHudeH NEpeYyHEM MYHHIMMAIBHBIX CIYyXalluX WIA pPaOOTHUKOB
VYnpasnenus o0pa3oBaHus.

1.8. Tlepemaya mnepcoHaNbHBIX MJAHHBIX B JIPyTM€ OpraHU3alNH U B
TEPPUTOPHUATIBHBIE OpPTaHbl (eepPAbHBIX OPTraHOB HWCIOJHUTEIHHON BIIACTH IO
ceTsiM oOmIero mnoyib3oBaHus U (wiam) cetu «VHTEpHET» OCYLIECTBISETCS C
MCIIOJIb30BAaHUEM CEPTUPHUIIMPOBAHHBIX MMHU(PPOBATHHBIX (KpUNTOTrpadUUIECKUX )
cpeacTB 3amuThl nHPopManuu (nanee - CK3N).

1.9. Kontpomupyemoii 30oH0i MC sBruseTcs 4YacTd MEPBOTO U BTOPOTO
ATaxed B JBYXATAXXHOM aJIMHHUCTPATUBHOM 37aHUU MO ajpecy r. CoCcHOropck,
ya. Ilymkuna, 1. 1. B npeaenax KOHTponIupyeMoid 30Hbl HAXOASATCA pabourie MecTa
MOJIb30BaTEIICH, CEPBEPHI, CETEBOE U TEIEKOMMYHHUKAIMOHHOE o0opyaoBanue NC.



1.10. B axMUHUCTpaTUBHOM 3[]aHUU Y IPABJICHUSI 00pa30BaHUsA:

- OpraHU3yeTCs MPOILYCKHOU PEXKUM;

- MCKJIIOYAETCS HEKOHTPOJMpYeMoe MNpeObIBaHUE IOCTOPOHHUX JIAIL M
HEKOHTPOJUPYEMOE MepeMelleHre (BBIHOC 3a Mpenesbl 31aHHs) KOMIIBIOTEPOB U
OpPI'TEXHUKH;

- MOMEILIEHUsI CO CPEACTBAMH BBIUUCIUTENBHOW TEXHUKH OOOpPYAYIOTCS
3aMMPaAOIIUMHUCS IBEPAMH.

2. XapakTepucTHKH 0€30l1aCHOCTH MHPOPMANMOHHBIX CHCTEM MEPCOHATBHBIX
AAHHBIX

2.1. OCHOBHBIMU CBOMCTBaMU 0€30MMaCHOCTH UHGOPMAIIUHU SBIISIIOTCS:

- KOHQUCHIIMAIBHOCTH - 00s3aTeIbHOE ISl COOJIIOICHUST OTIEPATOPOM WU
WHBIM TIOJIYYUBIIUM JIOCTYIl K MEPCOHAIBHBIM JIaHHBIM JIUIIOM TpeOOBaHHE HE
JOTMYCKaTh MX PacrpocTpaHeHus 6e3 corjacusi CyObeKTa MEPCOHAIBHBIX JTAHHBIX
WJIM HAJIMYMsI THOTO 3aKOHHOTO OCHOBAHMS;

- IEJOCTHOCTh -  COCTOSHME  3allUIIEHHOCTH  WHMOpMaIuH,
xapakrepuzyemoe  crnocooHocteio  MC  oOecrmeunBaTh  COXpPaHHOCTh U
HEW3MEHHOCTh MH(OPMAIIUK TIPHU MOIBITKAX HECAHKIIMOHUPOBAHHBIX BO3/ICHCTBUIM
Ha Hee B mpoliecce 00paboTKU UM XPaHCHHUS;

- JIOCTYITHOCTh - COCTOsSIHME€ HWH(MOpPMAIMHM, TPH KOTOPOM CYOBEKTHI,
UMEIOIIME TIPaBa J0CTyNa, MOTYT Pean30BaTh UX OECIPENsITCTBEHHO.

2.2. Tlon akTyadbHBIMH Yrpo3aMH O€30MaCHOCTH NEPCOHAIBHBIX JAaHHBIX
MOHUMAETCS] COBOKYIHOCTbh YCJIOBHM U (PAKTOPOB, CO3JAIONINX aKTyaJIbHYIO
OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM 4YHCJE CIy4ailHOro, JOCTyMa K
NepCOHAIBHBIM JAaHHBIM MpU ux 0bpabotrke B MC, pe3ynbratoM KOTOPOrO MOTYT
CTaTh YHUUTOXKEHUE, U3MEHEHUE, OJIOKUPOBAaHUE, KOMUPOBAHUE, TIPEIOCTaBICHHE,
pacnpocTpaHeHHe TEPCOHATBHBIX JIaHHBIX, a TakK)Ke WHBIE HENpaBOMEpHbIC
JICHCTBUA.

2.3. B 3aBucuMOCTH OT cocTaBa 00pabaThIBa€MbIX MEPCOHANBHBIX TAHHBIX U
TUIIA aKTyaJIbHBIX YIPO3 HEOOXOAMMBINM YpOBEHb 3alMIIEHHOCTH MEPCOHAIBHBIX
nanHbIx 175 kaxaon UCI/n onpenensercss MHAUBUIYaTbHO.

24. na UCII[Jn VYupasnenus o0pa3oBaHHs aKTyaJbHBl  yTPO3BI
0€30MacHOCTH TIEPCOHANBHBIX JAHHBIX TPETHETO TUIIA, HE CBA3AHHBIC C HAJTUYHEM
HJIB B cucteMHOM ¥ TpHUKJIaAHOM MporpaMMmHoM oOecriedueHuu (manee - I10),
ucnonaszyemom B UC.

3. IlpuMeHeHune cpeAcTB KpUunTorpaguyeckoi 3aiuTbl HHGOPMALUU B
HUH(POPMALMOHHBIX CHCTEMAX MEPCOHAIbHBIX JaHHBIX

3.1. AxrtyanbHocTh mnpuMeneHuss B MCII[ln VYmnpasnenuss oOpa3zoBaHus
CK3U ompenensercss HEOOXOIUMOCTHIO 3aIUTHl MEPCOHATBHBIX TAHHBIX, B TOM
yuciae npu UHGOPMAIIMOHHOM OOMEHE IO CETSAM CBS3M OOIIEro MOJIb30BaHUS U
(wn) cetu «IHTEpHETY.



3.2. CK3U npeanazHaueHsl Mg 3alIUThl MHQOpMALUU OT JEHUCTBHUU CO
CTOPOHBI JIUII, HE UMEIOIIMX MPABO JOCTyNa K 3TON nH(OpMaIuu.

3.3. B mensix UCKIIOYEHUS! BO3MOKHOCTH HECAHKIIMOHMPOBAHHOTO JOCTYyINa
MOTEHIMAJIBHOTO Hapymurtens K kiatoyeBod mHpopmanuun CK3U B Yopanenuun
MIPUHUMAIOTCS OPTaHU3AIIMOHHO-TEXHUYECKHUE MEPHI.

3.4. I[Ipu  skcmyatanuun ~ CK3UWM  cobOmromatrorcss  TpebGoBaHUs
AKCIUTyaTallMOHHO-TeXHU4Yecko jokymeHtanmu Ha CK3UW u TpeboBaHus
JNEUCTBYIOIIMX HOPMATUBHBIX TMPABOBBIX AaKTOB B 00JacTU pealu3aluud u
skcruryatanuu CK3U.

3.5. JIna oOecneyeHus: 0€30MACHOCTUM NEPCOHAIBHBIX JaHHBIX TPU HUX
oopabotrke B UCII[n wucnonssyrorcss CK3U, npoumeamue B yCTaHOBICHHOM
HOpsJIKE MPOIEAYPY OLEHKA COOTBETCTBUS.

3.6. O6bexramu 3amuThl B UCII/IH saBnstoTcs:

- IEPCOHAJIbHBIC JIAHHBIE;

- cpeZicTBa KpunTorpaguiyeckoi 3amuTsl UHGOPMAIUK;

- cpena pynknmonupoBanus CK3U (nanee - CD);

- uHopMaIys, OTHOCSIIASACS K KpUNTOrpadUIeCcKOu 3aiuTe nepcoHaaIbHbIX
JAQHHBIX, BKJIIOYash  KJIIOYEBYIO, TAPOJBHYHD H  ayTCHTUDOUIIUPYIOIIYIO
unpopmarmio CK3U;

- JIOKYMEHTBI, JieJia, JKypHajlbl, KapTOTCKU, W3JaHUS, TEXHHUYECKUE
JIOKyMEHTBI, pabouyue Marepuaabl W T.M., B KOTOPBIX OTpakeHa 3alluilaeMas
undopmanusi, otHocsmascs kK MCII[lH w ux kpuntorpaduyueckoil 3amure,
BKiIto4yass pAokymeHTtaunto Ha CK3WM u Ha TexXxHUYECKHME M IPOrPaMMHBIE
KOMIIOHEHTHI cpeibl pyHkunonuposanus CK3U;

- HOCHUTENU 3auuiiaemMoil nHdopmaiuu, ucnoiaszyembie B UC B mporiecce
KpunTorpaduyecKkoil 3aliuThl MEPCOHAIBHBIX JaHHBIX, HOCUTEIH KIIOYEBOM,
napoJibHOM ® ayTteHTHuuupyrome uHbpopmanuun CK3U u mopsigok goctyma K
HUM,;

- HUCIOJIb3yeMble WH(OPMAIMOHHOW CHUCTEMON KaHajibl (JIMHUHM) CBS3H,
BKJItOUasi KaOeJbHbIE CUCTEMBI;

- IOMEUIEHHU, B KOTOPBbIX HaxoasaTcs pecypcebl MC, nmeronne OTHOLIEHHE K
KpunTorpaduyecKoi 3anuuTe NepCoOHATbHBIX JaHHBIX.

3.7. Peammsanus  yrpo3  0€30MacCHOCTH  TIEPCOHAIBHBIX  JIAHHBIX,
obpabateiBaembix B MCII/IH, ompeaenseTcs BO3MOKHOCTSIMH HCTOYHHUKOB aTak.
Ha ocHoBaHMM MCXOIHBIX NaHHBIX 00 OOBEKTAaX 3aIMThl U MCTOYHHMKAX aTaK B
tabimme 1 s YopaBnenuss 00pa3oBaHHS — OMpEAENeHbl  00O0OIECHHBIC
BO3MOKHOCTH HICTOYHHUKOB aTaK.

Taoauna 1
O06001IeHHBIC BO3MOKHOCTH UCTOYHUKOB aTaK Jla/Her
1 2
I. BO3MOXHOCTh CaMOCTOSITEIBHO OCYIUECTBISATH CO3JAHUE Ha
crioco0OB  aTak, MOATOTOBKY W MPOBEJACHUE aTaK TOJbKO 3a




npeesaMyd KOHTPOJIUPYEMOM 30HBI

2. BO3MOXHOCTb CaMOCTOSITEIBHO OCYIIECTBIATh CO3JaHUE
crnoco0OB aTak, MOATOTOBKY M NPOBEJCHHE aTaKk B Ipejaesax
KOHTPOJIMPYEMOW 30HBI, HO ©0€3 (U3MYECKOro JOoCTyna K
anmapaTHbIM cpefcTBaM (nanee - AC), Ha KOTOPBIX peain30BaHbI
CK3MU u cpena nx pyHKIIMOHUPOBAHUS

3. DBO3MOXHOCTP CaMOCTOSITENIBHO OCYIIECTBIATH CO3/IaHHE Her
Croco0OB aTak, MOJATOTOBKY M NPOBEJCHHE aTaKk B Ipejaesax
KOHTpOJIMpyeMon 30HBI C (usnueckum npocrynom k AC, Ha

koTopbix peann3oBanbl CK3U u cpena ux GyHKIMOHUPOBAHUS

4. BO3MOXHOCTh MNPUBJIEKATh CHEHHAIMCTOB, HWMEIOLIUX OIbIT Her
pa3pabotku u ananmza CK3U (Bkirodas cnenuanucToB B o0jacTu
aHaiM3a CHUTHAJIOB JIMHEHWHOW Mepeiauyd M CHUTHAJIOB MOOOYHOTO

AJIEKTPOMArHuTHOTO M3nyueHust 1 HaBogok CK3U)

5. BO3MOXHOCTH TPHUBIEKATh CHEIUATHUCTOB, WUMEIOIINX OIBIT Her
paspabotku u ananuza CK3U (Bkitouast cenuaiicToB B 00J1aCTH
UCIIOJIB30BAHUS JUISl pealu3ali aTak HEJIOKYMEHTHPOBAHHBIX

BO3MOXKHOCTEH IMMPUKJIIaJHOr 0 IMPpOrpaMMHOTO O6€CHC‘{€HI/IH)

6. BO3MOXHOCTH TPHUBIEKATh CHEIUAIUCTOB, WUMEIOIINX OIBIT Her
paspabotku u ananuza CK3U (Bkitouast cenuainucToB B 00J1aCTH
UCIIOJIB30BAaHUS JUISl peaju3ali aTak HEJIOKYMEHTHPOBAHHBIX
BO3MOXXHOCTEH amnmapaTHOr0 W TMPOrpPaMMHOIO KOMIIOHEHTOB

cpeanl pynkimonuposanus CK311)

3.8. B cooTrBercTBUU ¢ 000OIIEHHBIMU BO3MOXHOCTSIMH HCTOYHUKOB aTak
(rabnumia 1) ompexpeneHbl  J1Be  aKTyalbHble YTOYHEHHBIE BO3MOXHOCTH

HapYyIIUTEICH W HaIpaBlIeHUS aTak (COOTBETCTBYIONIUE aKTyallbHBIC YTPO3bI IS
NC) (tabmuma 2).

Taoauna 2
YTO4YHEHHBIE AKTYyaJIbHOCTh O60cHOBaHUE OTCYTCTBHS
BO3MOKHOCTH UCIIOJIb30BaHUS
HapylIuTenen u (mpuMeHeHus )

HaIIpaBJICHUS aTaK

JJIS1 IIOCTPOCHUA

(COOTBETCTBYIOIIHNE U peaau3aluu

aKTyaJbHbIE aTak

yIpO3bl)

1 2 3

1. IIpoBenenune | HeaktyanbHO [IpoBoasiTcst  paboThl 1O  MOAOOPY
aTaku npu nepcoHana;
HaXO0XJICHUU B npeACTaBUTENN TEXHUYECKHX,
npeaenax 00CITyKUBAIOIINX u JIPYTUX

KOHTPOJIUPYEMOU

BCIIOMOTATEIBHBIX CIYXKO Tpu pabote




30HbI

B  mnomemieHusix  (cToiikax), Tae
pacrionoxkensl CK3U, u coTpyaHukw,
HE  SABJISIOIIMECA  TOJb30BATEIISIMU
CK3H, HaxoagaTcsa B 3TUX ITOMEIICHUIX
TOJNBKO B MPUCYTCTBUH COTPYJIHHUKOB
0 AKCIUTyaTalluH;

COTPYIHUKH, SIBJISTFOIIIUECS
nonb3oBatenamu  UCIIJIlH, HO He
siBIIsIOIIMEcs mosb3oBatensiMu CK3U,
npouHOpPMUPOBaHEl O  MpaBUIIaX
pabotsl B UCII/IH 1 OTBETCTBEHHOCTH

3a HECOOJIIOJIEHHE TIPaBHIT
obecrieueHus 0e30IMacHOCTH
uH(pOopMaLNH;

MM0Jb30BaTE/IN CK3U1

nporuHOPMHUPOBAHEI O  MpaBUIIAX
pa6otel B ICII/IH, mpaBuiax paboThl ¢
CK311 u  OTBETCTBEHHOCTH  3a
HECOOTI0/IeHne TIpaBUJI OOecCIeueHuUs
6e3omacHOCTH UH(GOPMAITIH;
MOMEIIEHUS, B KOTOPBIX
pacnonaratorcs  CK3U, ocHaiieHbl
BXOJHBIMU JBEPbMH C HaJCKHBIMU
3aMKaMH, OO0ECIEUYeHO TIOCTOSHHOE
3aKphITUE JBEPEH TIOMEIICHUM Ha
3aMOK, u ux OTKPBITHE
OCYIIECTBIISETCS TOJIBKO TSt
CAaHKIIMOHUPOBAHHOTO MPOXO0/Ia;
YTBEP)KJICHBI  MpaBuja JOCTylma B
MOMEILIEHUsA, TJE€  pacroJjiararoTcs
CK3MH, B pabouee u Hepabouee BpeMs,
a TaK)KE€ B HEIITATHBIX CUTYaIIUSX;
YTBEP)KJICH IEPEUCHb JIUIl, MUMEIOIIUX
npaBO JOCTyNa B TIOMEIICHUS, T
pacnonaratorcst CK3MH;
OCYILIECTBIISIETCS.  pa3rpaHUYEHHUE U
KOHTPOJIb JIOCTyIa IOJb30BaTeNIC K
3allMIIAeMbIM peCypcaM;
OCYILIECTBIISIETCS PETUCTPALMS U y4eT
JercTBui noJibzoBareneu ¢ I1/1H;
OCYILIECTBIISIETCS KOHTPOJIb
LEJIOCTHOCTH CPEJICTB 3aIlUTHI;

Ha APM wu cepBepax, Ha KOTOPBIX
ycranoBieHbl CK3U, wucnons3yrorces
cepTU(UIIPOBAHHBIC C31 OT




HECAaHKIIMOHUPOBAHHOTO IocTymna
(manee - HCH);
UCTIONIB3YIOTCS  CepTUUIIUPOBAHHBIC

CpeACTBa AHTUBUPYCHOU 3aLLUATHI

2. [IpoBenenue arak | HeakryanbHo [IpoBoasitcst  paboTel 1O  mOAOOPY
Ha JTane nepcoHana;

JKCIUTyaTalluu nokyMeHtrauuss Ha CK3U xpanutcs y
CK3Hu Ha OTBETCTBEHHOT'O 3a CK31 B
CIeAYIOIINe METaJUTMYECKOM celde;

OOBEKTHI: MOMEIIEHUSI, B KOTOPBIX
JOKyMEHTaIlluI0 Ha pacrionararoTcs  JIOKyMEHTalus  Ha
CK3H1 u CK3HU, CK3M wu xomnoHeHThl CO,
KOMITIOHEHTHI CD; OCHAIIICHbl  BXOJHBIMH  JIBEPbMH  C
MOMEIIEHUS, B HAJICKHBIMU  3aMKaMH, 00ecredyeHo
KOTOPBIX HAXOJAUTCS MOCTOSTHHOE 3aKpBITHE JBepen
COBOKYITHOCTh MOMEIIEHNUH Ha 3aMOK, U UX OTKPBITHE
IPOrpaMMHBIX u OCYIIIECTBIISICTCS TOJIBKO TUISt
TEXHUYECKUX CaHKITMOHUPOBAHHOTO MPOXO/Ia;
AJIEMEHTOB CHUCTEM YTBEPXKJEH TepeyYeHb JIUIl, UMEIOITUX
00pabOTKU TaHHBIX, PaBo JOCTYIIa B IOMEIIICHUS
CITOCOOHBIX

(GYHKIIMOHUPOBATH

CaMOCTOSTEIILHO

WIM B  COCTaBe

CpEeICTB

BBIUUCITUTEITHLHON

TEXHUKU (Janee -

CBT) u CO

3. Ilonydyenue B | AKTyaabHO

pamKax

PEIOCTaBICHHBIX

IMOJTHOMOYHH, a

TaK)Ke B pPE3yJbTaTe

HAOJIFOICHUH

(A (D13% 011 (97

uHbopMaIuu:

CBEJICHUU 0

duznueckux mepax

3alIUTEl  OOBEKTOB,

B KOTOPBIX

pa3MenIeHbI

pecypchl

nH(OPMAITMOHHON

CUCTEMBI;

CBEJICHUHA O Mepax




o  00ecne4yeHuro
KOHTPOJIUPYEMOU
30HBI OOBEKTOB, B
KOTOPBIX
pa3MelleHbI
pecypebl
MH(OpPMaIMOHHON
CUCTEMBI;
CBEICHUH O Mepax
M0 pa3rpaHUyYEHUIO
JaocTyna B
OMEILIEHHUS, B
KOTOPBIX HaXOJATCSA
CBT, Ha KOTOpBIX

peann30BaHbl

CK3NU u CO

4. MHcnonp3oBaHue | AKTyalnbHO

ITaTHBIX  CPEJICTB

NCIIH,

OTPaHUYEHHOE

Mepamu,

peaIu30BaHHBIMU B

uH(OPMaIIMOHHON

CUCTEME, B KOTOPOH

UCIIOJIb3YETCS

CK3U, "

HaIlpaBJICHHBIMH Ha

OpeAOTBpAILCHHE U

npeceyeHue

HECAaHKIIMOHUPOBAH

HBIX NE€UCTBUN

5. Odusnueckuii | HeakryansHo [IpoBomsitcst  paboTel 1O  mOAOOPY

noctyn k CBT, Ha [IEpCOHAJa; IIOMELIEHUs, B KOTOPBIX

KOTOPBIX pacnonaratorcs CBT, Ha KOTOpBIX

pean30BaHbI pacnonaratorca CK3U u  CO,

CK3U u Co OCHAIIIEHbl BXOJHBIMH JBEPbMHU C
3aMKaMHU, 00ECIIeYMBACTCS MIOCTOSTHHOE
3aKpbITHE JBEpPEN MOMEUICHHM Ha
3aMOK M HUX OTKPBITUE TOJBKO MJIs
CaHKI[IMOHUPOBAHHOI'O MPOXO0JIa

6. Bo3moxnocts | HeakryanbHo [IpoBoasiTcst  paboThl MO  MOAOOPY

BO3JECHCTBOBATh Ha nepcoHana;

anmnapaTHbIe MOMEIIEHUS, B KOTOPBIX

komnoHeHThl CK3U pacnomaratorcs  CK3U u  CO,

u Co, OCHAIIIEHbl BXOJHBIMHU JIBEPbMU C




OrpaHUYEHHAs
Mepamy,
peanu3oBaHHBIMU B
MH(OPMAIMOHHON
CUCTEME, B KOTOPOU
UCIIOJIb3YETCS
CK3H, n
HaIpaBJICHHbIMH Ha
MpeIO0TBpallleHHE |

3aMKaMU, 00€CIIEYMBAETCS TIOCTOSIHHOE
3aKpBITUE JBEpEW IIOMEIICHUNW Ha
3aMOK M HUX OTKpBITHE TOJBKO IS
CaHKLIMOHUPOBAHHOI'O MPOXO/a;

IpeICTaBUTENU TEXHUYECKUX,
00CITyKUBAIOIINX u TPYTUX
BCIIOMOTATEIBHBIX CIYKO0 Tpu padoTte
B  momemieHusix  (cToiikax), Te
pacnonoxeHnbl komnoHeHTel CK3U wu

npeceyeHue C®D, u COTpyIHUKHU, HE SBISIONIUECS
HECaHKIMOHUPOBAH nosip3oBaTensmMu CK3U, naxonstcs B
HBIX JICUCTBUU ITUX ITOMEIIICHUAX TOJIBKO B
MPUCYTCTBUU COTPYJHUKOB o
JKCIUTyaTalu
7. Coznanue | HeakryanbHo He OCYIIIECTBIISICTCS o0paboTka
CII0CO0OB, CBEJICHHH, COCTaBJISIOIINX
IIOJITOTOBKA u rOCYJapCTBEHHYIO TalHy, a TakxKe
IPOBEJICHUE aTaK C WHBIX CBEJICHHUH, KOTOpPhIE MOTYT
IpUBJICYCHUEM MIPEACTaBISATh UHTEpEC IS
CIICLIMAJINCTOB B peanu3aiuu BO3MOXKHOCTH;
obracTi  aHaiaM3a BBICOKass CTOMMOCTh M CJIO0KHOCTH
CHUT'HAJIOB, IIOJITOTOBKH peanuzaruu
COTIPOBOKIAFOIITNX BO3MOYKHOCTH;
(G yHKIIMOHUPOBAHU MPOBOJATCS  paboTel 1O  ToAOOpY
e CKBU u CO, u B MepCoHANa;
obnacTu IIOMEIICHMUS, B KOTOPBIX
WCHOJIL30BaHUSA IS pacroiararTcs CK3U1 u Co,
peanu3anuu  aTak OCHAIIICHbl BXOJHBIMH JIBEPBMH  C

HJIB mpuknamHoro
1O

3aMKaMH, 00€CII€YNBaAETCs MOCTOSIHHOE
3aKpBITUE JIBEpE TMOMEIICHUN Ha
3aMOK W HMX OTKPBITHE TOJIBKO JIJIs
CaHKIIMOHUPOBAHHOTO MPOXO0/Ia;

MPEICTaBUTENN TEXHUUYECKHUX,
00CITyKUBAFOIITUX u JIPYTHUX
BCIIOMOTATEIBHBIX CIYKO0 Tpu padoTte
B  nomemeHusix  (cToilkax), Tae
pacniosioxkeHbl kKoMrnoHeHThl CK3U u
C®D, 1 COTpyIHHMKU, HE SBISIOIIUECS
nons3oBareisMu CK3U, Haxomdarcs B

ATUX MTOMEIIEHUSX TOJIBKO B
MIPUCYTCTBUU COTPYAHUKOB o
DKCIUTyaTalllH;

OCYWIECTBIIIETCA ~ pAa3rpaHUYCHUE W

KOHTPOJIb JIOCTyHa MOJib30BaTelel K
3allIMIIAeMbIM pecypcam;




OCYUIECTBIISIETCSI PETUCTPALUS U y4YET
JICUCTBUU MOJb30BATEIICH;

Ha APM wu cepBepax, Ha KOTOPBIX
yctaHoBieHbl CK3HM: wucnonp3yrores
ceprudpunmuponanusie C3U ot HC/I;

UCIOJIb3YIOTCS  CepTU(ULUPOBAHHBIE

CpeACTBa AHTUBUPYCHOM 3aLLUTHI
8. [IpoBenenue | HeakryansHo He OCYILIECTBIISIETCS o0paboTka
71a60paTOPHBIX CBEJICHUH, COCTaBJISAIOIINX
UCCJIeI0BAHUM roCyJapCTBEHHYIO TaliHy, a TaKxe
CK3H, VWHBIX CBEJIICHUH, KOTOpbIE MOIYT
UCIIOJIb3YEMbIX BHE NPEe/ICTABIATh UHTEpeC TSt
KOHTPOJIUPYyEeMOI peanu3anuu BO3MOXHOCTH;
30HBlI, BbICOKAsi CTOMMOCTh U  CIIOKHOCTb
OTrpaHUYE€HHOE MOJITOTOBKH pean3alii BO3MOKHOCTH
Mepamu,
peanu30BaHHBIMU B
UH(GOPMAIIMOHHON
CUCTEME, B KOTOPOU
UCIIOJIb3YyeTCS
CK3U1, U
HaIpaBJICHHBIMU Ha
NpeoTBpalllEHue U
npeceueHune
HECaHKIIMOHUPOBAH
HBIX TeHUCTBUHI
0. [Iposenenue | HeakryansHo He OCYIIIECTBIISCTCS o0paboTka
paboT MO CO3/IaHUIO CBEJICHUH, COCTaBIISAIOIINX
CIIOCOOOB M CPEJICTB roCyJapCTBEHHYIO TaliHy, a TaKxKe
aTak B  Hay4HO- UHBIX CBEJCHHM, KOTOPHIE MOTYT
UCCIIEIOBATEIbCKUX MIPEICTABIATh UHTEpEC LTSI
IIEHTPAX, peanu3anuy BO3BMOXKXHOCTH;
CHELUATN3UPYIOIIH BBICOKAasi CTOMMOCTb H  CIIOXKHOCTb
Xxcsi B oOjactu HOJATOTOBKY PEATM3ALMHI BO3MOKHOCTH
pa3paboTKu u

anamm3a CK3U wu
C®, B TOM uymcie ¢
HCITOJIb30BaHUEM
HCXOOHBIX TEKCTOB
Bxogsmero B CO
npukiagaoro 110,
HETOCPECTBEHHO
HCTIOJIb3YIOIIIETO
BBI3OBBI
IIPOTrPaMMHBIX




¢ynxuui CK3U1U

10. Coznanune
CII0OCO0OB,
IMOATOTOBKA n
MPOBEJICHUE aTaK C
MPUBJICYECHUEM
CIICIIMAJINCTOB B
obmactu
HCITOJIB30BAHUS IS
peanuzaluu  aTak
HJIB cucremnoro
1§ ()

Heaxryanbno

He OCYLIECTBIISIETCS o0paboTka
CBEJICHUH, COCTaBJISIONIINX
FOCYyapCTBEHHYIO TallHy, a TaKKe
UHBIX CBEICHUH, KOTOpPhIE MOTYT
PEACTaBIATh UHTEpEC TUISt
peanu3ai BO3MOXKHOCTH;

BBICOKasi CTOUMOCTh U  CJIOXKHOCTH
MOATOTOBKHU peanuzaiuu
BO3MO>KHOCTH,;
MPOBOJIATCS
IepcoHana;
MOMEIIEHUSI, B KOTOPBIX
pacnonaratorcs CK3U u  CO,
OCHAIIIEHbl BXOJHBIMH  JIBEPbMH  C
3aMKaMu, 00eCIeurnBaeTCsl TIOCTOSHHOE
3aKphITUE JIBEPEW TMOMEIICHUM Ha
3aMOK M WX OTKPBITUE TOJBKO IS
CaHKITMOHUPOBAHHOTO MPOXO/Ia;
npeACTaBUTEIN TEXHUYECKHX,
00CITy>KHBAIOIINX U JIPYTHX
BCIIOMOTATEIBHBIX CIYXO0 mpu padoTe
B MOMeHIeHusX  (CToikax), Trae
pacniosioxkenbl koMrnoHeHTel CK3U u
C®D, u COTpyOHUKH, HE SIBISIOIINECS
nons3oBaresmMu CK3U, maxonsarcs B
ATUX  MOMELIEHUSIX  TOJBKO B
PUCYTCTBUU COTPYIHUKOB o
AKCILTyaTalllH;

OCYILIECTBIISIETCS. ~ pa3rpaHUYEHUE U
KOHTPOJIb JOCTyHa MOJb30BaTeNeh K
3allMIIAEMbIM pECypCaM;
OCYILIECTBIISIETCS PETUCTPALMS U Yy4eT
JICMCTBUM MOJIb30BaTEIICH;

Ha APM wu cepBepax, Ha KOTOPBIX
yctanoBieHbl CK3U, wucnonp3yrores
ceprudummposannsie C3U or HCJI;
UCTIONIB3YIOTCS  CepTU(UIIUPOBAHHBIC
CpEeACTBa aHTUBUPYCHOMW 3aIIUTHI

paboTel mO TOAOOpPY

11. Bo03MOXHOCTH
pacmnoJiaratb
CBEJICHUSIMU,
COAEpKAIIMUMUCS B
KOHCTPYKTOPCKOM
JOKYMEHTallUl  Ha

Heaxkryanbno

He OCYIIECTBIIAECTCS o0paboTka
CBEJICHUH, COCTAaBJISIOIINX
rOCyJIapCTBEHHYIO0 TallHy, a TakKxKe
UHBIX CBEIECHUH, KOTOpPbIE MOTYT
NpEACTaBIATh UHTEpeC TUISt
peanu3aluu BO3MOXHOCTH




arrmapaTHbie u
porpaMMHbIE

KOMIIOHEHTBI CD

12.  Bo3moxuHocTh | HeaktyanbHo He OCYILIECTBIISIETCS o0paboTka
BO3/JIECTBOBATh HAa CBEJCHUH, COCTaBJIAIOIINX
Jo0bIe FOCy/IapCTBEHHYIO TaillHy, a TaKke
komnoHeHTsl CK3U UHBIX CBEJIEHUH, KOTOpbIE MOIYT
uCo MPECTABIATh UHTEpEC 1St

peanu3alnny BO3MOKHOCTH

4. OnpenesieHue aKTYaJbHBIX YIP03 0€30MaCHOCTH MEPCOHATbHBIX JAHHBIX B
UHGPOPMALMOHHBIX CHCTEMAX MEPCOHATBHBIX TaHHBIX

4.1. Ha ocHOBe MpoBEeJEHHOr0 aHalu3a 0aHKa JaHHBIX Yrpo3 0e30MacHOCTU
unpopmaruu  (www.bdu.fstec.ru) ¢ ydeToM CTPYKTYypHO-(YHKIHMOHAIBHBIX
xapakTtepucTuk TUNoBbIX MC, a Takke MPUMEHSIEMBIX B HUX HH(POPMAITMOHHBIX
TEXHOJOTUuM U ocobeHHocTel ¢pyHkunonuposanus, B UC YnpapneHuss MOTyT OBITH
aKTyaJbHBI cieayrome yrpo3sl 6ezonacnoctu UCIT/IH:

YBU.3 Yrpo3a ananuza Kpuntorpapuyeckux airOpUTMOB U UX pealiu3alluu;

YBU.4 Yrpo3a anmapataoro copoca naposist BIOS;

YBU.6 Yrpo3a BHEApEHUS KOJIa WK TaHHBIX;

YBH.7 Yrpo3a BO3AEHCTBUS Ha IPOrPAMMBI C BBICOKUMH ITPUBUIICTUSIMU;

YBU.8 Yrpo3a BoccTaHOBICHUS ayTeHTU(PUKAITMOHHON MHGOPMAIINH;

YBN.9 Yrpo3a BoccTaHOBIEHUA NpeAblayIIei ysa3BuMon Bepcun BIOS;

YBU.12 VYrpo3a HAeCTpyKTHBHOTO HW3MEHEHHS KOHQUTypaIuu/cpeibl
OKpPY’KEHHS ITPOrpaMM;

YBU.13 VYrpo3a JecTpyKTUBHOTO HCIOJIB30BaHUS JIEKIAPUPOBAHHOTO
dynkimonana BIOS;

VYBU.14 VYrpo3za IIUTENBHOTO YAEp>KaHUS BBIYUCIUTEIBHBIX PECYPCOB
M0JIb30BATEISIMH;

YBU.15 Vrposa pgoctyma Kk 3amuinaeMbiM (aitlaMm ¢ HCIOJIb30BaHHEM
00XOIHOTO TyTH;

YBU.16 Yrposa noctyna K JIOKaJdbHBIM (haiinam cepsepa npu nomontu URL;

YBU.17 Yrposa noctyna/mepexsara/mamenenuss HTTP cookies;

VYBU.18 Yrpo3a 3arpy3ku HEMITATHON ONEPaIMOHHON CUCTEMBI;

YBU.19 VYrpo3za 3apaxkenuss DNS-kema;

YBU.22 Yrpo3a n30bITOYHOTO BbIACICHUS ONIEPATUBHON MAMSITH;

YBbU.23 Yrpo3a nu3MeHEHNUs] KOMIIOHEHTOB CUCTEMBI;

YBU.25 Yrpo3a n3MeHEeHHsI CHCTEMHBIX U TTI00aTbHBIX TEPEMEHHBIX;

YBI.26 Yrpo3a uckaxenus XML-cxemsr;

YBU.27 VYrpo3a ucKaxxeHUS BBOAMMOW W BBIBOJAMMOW Ha mepudepuitHbie
yCcTpoiicTBa HH(pOpMaLINH;

YBbU.28 VYrpo3a wucCnonb30BaHHS aJbTEPHATUBHBIX IYTEHM JOCTyIla K
pecypcawm;



YBU.30 ¥Yrpo3sa HCTIOJIb30BaHHUs uH(popMauu
UACHTU(PUKALMI/AyTeHTU(PUKALIUY, 3aJaHHON IO YMOJIYaHUIO;

YBU.31 ¥Yrpo3a ncnonp30BaHus MEXAHU3MOB aBTOPU3ALIMH JJIsI IOBBILLICHUS
[IPUBUIIETUH;

YBU.32 Yrpo3sa ucnonb3oBaHus NoaAeabHbIX U poBbix noanuceit BIOS;

YBU.33 VYrpo3a wucnonb3oBaHus Cia0OCTEH KOAUPOBAHMSI BXOJHBIX
JTAHHBIX;

YBU.34 VYrpo3sa WCIIOIb30BaHUs ciabocTeit IIPOTOKOJIOB
CETEeBOr0/JI0KaIbHOTO0 OOMEHa JaHHBIMH;

YBI.36 Yrpo3sa ucciienoBaHus MEXaHU3MOB pabOThI IPOTPaMMBI;

YBU.37 Yrposa uccineqoBaHus NPUIOKEHUS Yepe3 OTYETHI 00 OIIMOKaX;

YBU.39 VYrpo3a wucuepnaHus 3amnaca KY€, HEOOXOAMMBIX JJIs
oonosienus BIOS;

YBU.41 Yrpo3a MekcalTOBOTO CKPUIITHHIA;

YBU.42 Yrpo3a MekcalTOBOW MOAJEIKH 3aIIpOca;

YBU.45 Yrpo3a HapylIeHUs U30s1uK cpebl ncnoiaHenus BIOS;

YBU.49 Yrposa HapyleHUs HEJOCTHOCTH AAHHBIX KElla;

YBU.51 VYrpoza HEBO3MOXKHOCTH BOCCTAaHOBIIEHHUS CECCHMU pabOThl Ha
II9BM npu BeIBOJIE U3 MPOMEKYTOUYHBIX COCTOSHUI MUTAHUS;

YBU.53 VYrpo3a HEBO3MOXHOCTHU YIPABJICHUS IpaBaMu IMOJb30BaTENICH
BIOS;

YBU.59 VYrpo3za HEKOHTPOIUPYEMOrO POCTa 4HCIA 3apPE3E€PBUPOBAHHBIX
BBIYHCIIMTENBHBIX PECYPCOB;

YBU.62 VYrpo3a HEKOPPEKTHOTO MCIOJIB30BAHUS MPO3PAYHOTO MPOKCH-
cepBepa 3a cueT IJIaruHoB Opay3epa;

YBU.63  VYrpoza  HEKOPPEKTHOTO  HWCIOJIb30BaHUS  (DYHKIIMOHAJA
IIPOTrPaMMHOT0 O0ECIICUCHHS;

VYBU.67 VYrpoza HENpaBOMEPHOIO O3HAKOMJIEHHS C  3allHIIAeMOU
uH(dOpMaIneH;

YBU.68  VYrpoza  HenmpaBOMEpPHOTO/HEKOPPEKTHOTO  HCIIOJIb30BaHUS
uHTepdeiica B3auMOICHCTBUS C IPHIIOKEHHUEM;

YBU.69 Yrpo3a HenpaBOMEpPHBIX ACHCTBUI B KaHAJIAX CBSI3H;

YBU.71 VYrpo3a HECaHKIMOHHUPOBAHHOTO BOCCTAHOBJICHUS YJIaJICHHOU
3aIuIaeMoi HHpopMaIuu;

YBU.72 VYrpo3a HECaHKIIMOHHUPOBAHHOTO BBIKIIOUEHUS WIH 00xojaa
MeXaHM3Ma 3aiuThl oT 3anucu B BIOS;

YBU.74 Yrpo3a HECaHKIIMOHUPOBAHHOTO JOCTyNa K ayTeHTU(DUKAITMOHHOM

uHbopMaImy;

YBU.86 YTpo3a HECAHKITMOHUPOBAHHOTO U3MEHEHHUS ayTeHTU(DUKAIMOHHOM
uHbopMaImy;

YBbU.87 Yrposa HECAaHKIMOHUPOBAHHOIO WCTIOJIb30BAHUSA

npuBuUierupoBaHHbix GyHkuuii BIOS;

YbIN.88 VYrpo3a HECAaHKIMOHUPOBAHHOTO KOMHUPOBAHMS 3aIUIIAEMOU
uH(popMaIuy;

YBU.89 Yrpo3a HECAaHKUMOHUPOBAHHOTO PEJAKTUPOBAHUS PEECTPA;



YBU.90 VYrpo3a HECAHKIMOHUPOBAHHOTO CO3JAaHUS YYETHOM 3amucu
MOJIb30BATEJIs;

YBU.91 Vrpoza HECaHKUIMOHUPOBAHHOTO  YyAAJE€HUS  3allUIIAeMOMN
uH(popMaImy;

YBN.93 Yrposa HecCaHKIIMOHUPOBAHHOTO YMpaBiIeHUs1 0ydepom;

YBU.94 Yrpo3a HECAaHKIMOHUPOBAHHOI'O YNPABJICHUS CUHXPOHMU3ALMEU U
COCTOSIHUEM;

YBN.95 Yrpo3a HECAHKIIMOHUPOBAHHOTO YIIPABIICHUS YKA3aTEISIMU;

YBU.98 VYrpoza o0HapyX eHUS OTKPBITBIX MOPTOB W HACHTH(PUKALUU
MPUBS3aHHBIX K HEMY CETEBBIX CIYKO;

YBU.99 Yrposa o6HapyKEeHUs XOCTOB;

YBM.100 VYrpoza o00xoma HEKOPPEKTHO HACTPOEHHBIX MEXaHU3MOB
ayTeHTU(UKALINH;

YBU.102 Yrpo3a onocpeaoBaHHOTIO yIpaBiEHUs TPYNION MPOrpaMm 4depes
COBMECTHO HCIIOJIb3yEMBIE JIaHHBIE;

YBU.103 Yrpo3sa onpeeneHus TUIIOB OObEKTOB 3aIIUTHI;

YBU.104 Yrpo3za onpeneneHus TONOJIOTUH BBIYUCIUTEIBHONW CETH;

YBU.107 Yrpo3a OTKIOUEHHS] KOHTPOJIBbHBIX JaTYMKOB;

YBU.109 Yrpo3za nepebopa Bcex HACTPOEK U TTapaMeTPOB MPHUIIOKEHUS;

YBU.111 Yrpo3za nepenaun 1aHHBIX IO CKPBITHIM KaHAJIaM;

YBU.113 VYrpos3a nepe3arpy3ku annapaTHbIX W IPOTrpaMMHO-aNmnapaTHbIX
CPEACTB BBIYMCIUTEIBHON TEXHUKY;

YBU.114 Yrpo3za nepenoHeHUs 1IEJTOUYUCIECHHBIX TEPEMEHHBIX;

YBU.115 VYrposa nepexBata BBOJUMOW U BBIBOJAMMOUN Ha mepudepuiiHbie
yCTpoiicTBa HH(MOpMAIIIH;

YBU.116 Yrpo3a nepexBata JaHHBIX, NEPEAABAEMBIX 1O BBIYUCIUTEIHLHOM
CeTH;

YBU.117 Yrpo3a nepexBaTa NpUBUIETUPOBAHHOIO IMOTOKA;

YBU.118 Yrpo3a nepexBaTa NpUBUIETUPOBAHHOIO MPOLIECCA;

VYBU.121 Yrpo3a noBpekaAeHUsI CHCTEMHOTO PEECTPA;

YBU.122 Yrpo3a noBbIIEHUS] IPUBUIETU;

YBU.123 Yrpoza nogbopa naponst BIOS;

VYBU.124 Yrpo3a noaaenku 3anuceil xxypHaia perucTpauu cOObITUI;

YBU.127 Yrpo3a nogmMeHsl 1eHCTBHSI MOIB30BATENs ITyTeM OOMaHa;

VYBU.128 Yrpo3a noaMeHbI TOBEPEHHOT'O MOJIb30BATES;

YBU.129 Yrpo3a nmogmMeHbl pe3epBHON KOMUH MPOTPAMMHOTO 00ECTICUCHHUSI
BIOS;

YBU.130 Yrpo3a mogMeHsl COAEPKUMOIO CETEBBIX PECYPCOB;

YBU.131 Yrpo3a nmogmeHbl CyObeKTa CETEBOTO JOCTYIA;

YBU.132 VYrpo3a momydeHus mpeaBapuTebHON WH(popmaiuu 00 00beKTe
3aIUTHI;

YBU.139 Yrposza npeononenus: Gpu3nuecKou 3aIIuTh;

VYBU.140 VYrpoza mnpuBeAcHUS CHUCTEMbl B COCTOSHME '"OTKa3 B
oOciykuBaHuu",;



YBU.143 VYrpo3a nmporpaMMHOrO BBIBEICHHSI U3 CTPOs CPEICTB XPAaHEHUS,
00paboTKH U (MJIM) BBOJA/BBIBOIa/IEpe aul HHPOpPMaLIUK;

YBU.144 Yrpoza nporpammuoro copoca napoiis BIOS;

YBU.145 VYrpo3za mnpomycka TMNpPOBEPKH UEIOCTHOCTH MPOTPAMMHOIO
o0ecCIICUCHHS

YBU.149 VYrpoza c6ost 00pabOTKH creluaibHbIM 00pa30oM H3MEHEHHBIX
(baiinos;

YBU.152 Yrpo3za yaanenus ayTeHTU(HUKATUOHHON HHPOpMaALIUH;

VYBU.153 VYrpo3a ycuineHuss BO3AEHCTBUS Ha BBIUYHCIUTEIBHBIE PECYPCHI
M0JIb30BaTeJIel MPU OMOLIY CTOPOHHUX CEPBEPOB;

YBU.154 Yrpo3a ycTaHOBKH YSI3BUMBIX BepCU OOHOBIIEHUSI TTPOrPAMMHOTO
obecmeuenus BIOS;

YBU.155 Yrpo3a yTpaTbl BEIYUCIUTENBHBIX PECYPCOB;

YBU.156 Yrpo3za yTpatsl HocuTenel nHopmManuu;

YBU.157 VYrpo3a ¢usmueckoro BBIBEICHHS] M3 CTPOSl CPEICTB XpaHEHUS,
00paboTKH U (MJIM) BBO/IA/BBIBOIa/TIepejau MHPOPMALIUK;

YBU.158 Yrpoza dopmaTupoBaHus HocuTenel nHopMaIum;

YBU.159 Yrpo3za «popcrupoBaHHOTO BeO-Opay3uHTray;

YBU.160 VYrpo3a xwulleHus CpeAcTB XpaHeHus, o0paboTku u (Win)
BBO/1a/BBIBOJIa/TIEpe1au UH(POPMAITUH;

YBU.162 Yrposza skcmtyaTanuu UG poBoil MOAMUCH TPOTrPAMMHOTO KOJIa;

YBU.163 Yrpo3a nepexBara UCKIIOUYECHUS/CUTHAIA U3 TPUBUIICTHPOBAHHOTO
0s10Kka (YyHKITUH;

YBU.167  VYrpo3a  3apaxkeHuss  KOMIbIOTEpa  IPU  TMOCEIICHUU
HeOJIaroHa1eKHbIX CalTOB;

YBU.168 Yrposa «kpaxku» y4eTHOM 3alMCH JOCTYMa K CETEBBIM CEPBUCAM;

YBU.170 Yrpo3a HenpaBoMepHOTro mu(poBaHust HHPOPMAIIUU;

YBU.171 ¥Yrpo3a CKpbITHOTO BKJIKOYEHHUS BBIYMCIUTEIBHOTO YCTPOWCTBA B
cocTaB OOT-CETH;

VYBU.172 Yrpo3a pacupocTpaHEHHs «IIOUYTOBBIX YEPBEN»;

YBU.173 Yrpoza «criamay» BeO-cepBepa;

YBU.174 Yrposza «bapmunray;

YBU.175 Yrposza «bummnray;

YBU.176 VYrpo3a HapymieHHS TEXHOJIOTHUYECKOTO/TIPOU3BOICTBEHHOTO
IpolLecca U3-3a BpEMEHHBIX 33JI€PKEK, BHOCUMBIX CPEICTBOM 3aLUTHL;

YBU.177 VYrpo3a HENOATBEP>KAECHHOTO BBOJA JAaHHBIX OIEPATOPOM B
CUCTEMY, CBSI3aHHYIO C 0€30I1aCHOCTHIO;

YBbU.178 VYrpo3za HECaHKUMOHHUPOBAHHOI'O HCHOJIb30BAHUSI CUCTEMHBIX U
CETEBbIX YTUIIUT;

YBU.179 VYrpo3a HECaHKIIMOHUPOBAHHONW MOJIM(PUKAIIMN 3allUIIaeMOn
uHbopMaImy;

YBU.180 VYrpo3a oTka3a MOACUCTEMBI OOECICUYCHHSI TEMIIEpaTypHOTO
pexHnMa;

YBU.181 VYrposa nmepexBaTa OZHOPA30BBIX MApOJIE B PEKUME PEATHLHOTO
BpPEMEHU;



YBU.182 Yrpo3a pusndyeckoro ycrapeBaHus annapaTHbIX KOMIIOHEHTOB;

YBU.183 VYrposza nepexBara ynpaBlIeHHS aBTOMATH3HUPOBAHHOW CUCTEMOM
YOPABJICHUS TEXHOJIOTMYECKUMU IPOLIECCAMY;

YBU.185 VYrpoza HECaHKIIMOHMPOBAHHOTO HW3MEHEHMsS IapaMeTpoB
HACTPOMKH CPEJICTB 3aIUTHI HHPOPMALIUH;

YBU.186 Yrpo3a BHEOpEeHUs BPEAOHOCHOIO KOJAA YEpPE3 PEKIaMy, CEPBUCHI
Y KOHTEHT;

YBU.187 VYrpo3a HECaHKUMOHUPOBAHHOI'O BO3JEHCTBUS HA CpPEICTBO
3alUThl HHPOPMALIUH;

YBU.188 Yrpo3a nogmMeHsl MporpaMMHOI0 00ecrieueHus;

YBU.189 Yrpo3a mackupoBaHuUs 1€UCTBUI BPEIOHOCHOTO KOJa;

YBU.190 VYrpo3za BHeapeHHsT BPEIOHOCHOTO KOJIa 3a CYET MOCEIICHUS
3apa)K€HHBIX CalTOB B ceTH «VHTepHETY;

YBU.191 Vrpo3a BHeapeHuss BpPEIOHOCHOTO KoJla B JAUCTPUOYTHUB
IPOrpaMMHOI0 0OeCTieueHus;

YBU.192 Vrpo3za wucHOAb30BaHUA YSA3BHUMBIX BEPCHM MPOrPaAMMHOIO
o0ecCIeUCHHS;

YBU.193 VYrpoza yreukn uHbOpPMAIIUU 32 CUET MPUMEHEHHUS BPEIOHOCHBIM
IpOrpaMMHBIM 0OeCTieueHHEeM aJITOPUTMOB U poBaHus Tpaduka;

YBU.197 VYrpo3a xwuilieHus ayTeHTU(DUKAUMOHHOW uWHPOpMALIMK U3
BpeMEHHBIX (aiisioB cookie;

YBU.198 VYrpo3a CKpbITHOM pErucTpalii BpPEAOHOCHON MpOrpaMMHOMN
YUETHBIX 3alUCEN aIMUHUCTPATOPOB;

YBUN.201 VYrpo3a yTeyku MOJIb30BATEIbCKUX JTAHHBIX MPHU HCIIOIH30BAHUU
(GYHKIIMH aBTOMATHYECKOTO 3aIlOJHEHHs] ayTeHTU(UKAIMOHHOW WH(OpManuu B
Opay3epe;

YBU.203 VYrpo3za yreuku uHOpMAIMM C HE MOAKIIOYEHHBIX K CETH
HNHTEpHET KOMIIBIOTEPOB;

YBbUN.204 VYrpo3a HECaHKIMOHMPOBAHHOTO W3MEHEHHS BpPEIOHOCHOM
OporpaMMol  3HAYEHUW  MapaMeTpOB  IPOTrPaMMHUPYEMBIX  JIOTUYECKHX
KOHTPOJIJIEPOB;

YBU.205 VYrposa HapymieHus pabOThl KOMIbIOTEpa U OJIOKUPOBAHUS
J0CcTyna K €ro JIaHHBIM HM3-32 HEKOPPEKTHOW pabOThl YCTAaHOBJICHHBIX HAa HEM
CPEJICTB 3alLUTHI.

4.2. Yrpozamu 6€30MacHOCTH MEPCOHANBHBIX JaHHBIX MPH UX 00paboTke ¢
ucnonszoBanueM CK3U sBastoTes:

4.2.1. co3maHMe CHoco0OB, TMOATOTOBKAa M TIPOBEJCHHE arak 0e3
MPUBJICYEHUS CIIEUATIUCTOB B 00nacTu pa3padotku u ananuza CK3U;

4.2.2. coznanue cnoco0o0B, MOJATOTOBKA M MPOBEJACHUE aTaK Ha PAa3IUYHBIX
sranax ku3HeHHoro 1wkina CK3UW. K stranmam xwusHenHoro uukia CK3U
OTHOCSTCS: pa3paboTKa (MOAEpHU3alMsl) YKa3aHHBIX CPEACTB, UX MPOU3BOJICTBO,
XpaHeHHe, TPAHCTIOPTUPOBKA, BBOJI B AKCILTyaTaIHIo0 (ITyCKOHAIAA0YHbIE pabOThI),
AKCILTyaTalus;

4.2.3. npoBENCHHME aTaKWh, HAXOJSIChb BHE NPOCTPAHCTBA, B IIpeaeax
KOTOPOTr'0 OCYIIECTBISIETCS KOHTPOJIb 3a MPeObIBAaHUEM U JICUCTBUSIMHU JIUL] U (WJIH)



TPAaHCMOPTHBIX  CPEACTB  (majmee - KOHTpoiupyemas 30Ha). ['panunei
KOHTPOJIUPYEMOW 30HBI MOXET OBITh: TEPUMETP OXPaHIEMON TEPPUTOPUU
OpraHu3alyy, OTrpa)KAarolIie KOHCTPYKIMH OXPaHSAEMOTO 3/JaHMs, OXpaHsIeMOU
YacTH 37aHUs, BbIIEJIEHHOTO IOMEILIECHHUS;

4.2.4. npoBeJieHHEe Ha dTanax pa3paboTKH (MOJEpHU3AIMHU), TIPOU3BOJICTRA,
xpa"enus, TpaHcnoptupoBkn CK3W wu stane BBoma B akcruryaranuto CK3U
(myckoHanago4yHble paboThl) CIEAYIONINX aTaK:

BHECCHHE HecaHKIMOHUpoBaHHbIX wu3MeHeHud B CK3U wu (unu) B
KOMIIOHEHTBI alMapaTHBIX M TMPOTPAMMHBIX CPEJICTB, COBMECTHO C KOTOPBIMHU
mTatHo QyHKuMoHUpyoT CK3M, B COBOKYNHOCTHM MNpPEACTaBISIOLINE CPELy
dbyukuronupoanuss CK3U, koTtopeie CHOCOOHBI TOBIHUSATH Ha BBIMOJHEHUE
npenbsBiasiemMblx k CK3UW TtpebGoBanuii, B TOM 4YHCIE€ C HCIOIb30BAaHUEM
BPEJOHOCHBIX MTPOTPaMM;

4.2.5. npoBeaenue arak Ha stane skcruryaraunu CK3U na:

- IEpCOHAJIbHBIE JaHHbIE;

- KJIFOYEBY10, AyTEHTU(ULIUPYIONIYIO U MapoiabHyto nHpopmanmio CK3U;

- nporpaMmHbie KoMoHeHThl CK3U;

- anmmapatHble komnoHeHTsl CK3U;

- nmporpamMHble KOMIOHeHThl C®, BKiIOYas MporpaMMHOEe oOecreueHue
BIOS;

- anmapatHbie KOMIOHEHThl CD;

- JaHHbIE, NIepelaBacMble IO KaHaJIaM CBSI3H;

4.2.6. mony4yeHUE W3 HAXOISIIMXCS B CBOOOJHOM JOCTyNE€ HMCTOYHHKOB
(BriTROYAst HH(POPMALIMOHHO-TETIEKOMMYHHUKAIIMOHHBIE CETH, JOCTYI K KOTOPHIM HE
OTpaHUYEH OMNpEAENIEHHbIM KPYyroM JHI[, B TOM 4YHcie HWHOOPMAIIMOHHO-
TEJIEKOMMYHHUKAIIMOHHYI0 ceTh «UHTepHeT») unpopmauuu o6 UC, B koTopoi
ucnonbszyercs CK3U. IIpu a3TomM MokeT ObITh MOTyUeHa CIAeAyomas HHPOpMaIus:

- obmue cBenenus 06 MC, B xotopoii ucnons3yercss CK3U (naznauenwue,
COCTaB, ONEPaTop, 0OBEKTHI, B KOTOPBIX pa3MelieHbl pecypebl UC);

- cBeJieHHs 00 MH(OPMAIMOHHBIX TEXHOJIOTHAX, 0azax maHHbX, AC, TIO,
ucnons3dyeMbix B HMC coBmectHo ¢ CK3WM, 3a UCKIIOYEHHEM CBEICHUM,
CoJIep KaIIUXCsl TOIBKO B KOHCTPYKTOPCKOM JTOKYMEHTAllMd Ha MH(POPMAIMOHHBIE
TexXHoJ0THuH, 0a3sl faHHbIX, AC, 110, ucnons3zyemsie B IC coBmectHo ¢ CK3MU;

- cojep)KaHME HaxoJsuieiics B CBOOOJHOM JOCTyIE JOKYMEHTAallMM Ha
anmnapaTtHble U mporpaMMmuble kKomnoHeHTsl CK3U u C;

- o011Me CBeIeHus O 3alluiiaeMoi HHPOpMAIIH, UCIIONIb3YEMOH B Ipoliecce
skcruryatauun CK3U;

- CBEJICHHUS O KaHaJlax CBS3H, IO KOTOPbIM mepenarorcs 3amumaembie CK31
MepcoHaIbHbIE JaHHBIE (J1aJiee - KaHaJ CBS3H);

4.27. TUpUMEHEHHE HaXOJAIIUXCA B  CBOOOJAHOM  JIOCTyNE  WJHU
UCIOJIb3YEMbIX 3a mpenenaMu KoHTpoiupyemoil 30Hbl AC u IIO, Bkirodas
anmnapaTtHble U mporpaMmMmublie kKomnoHeHTsl CK3U u C;

4.2.8. moylydeHHE B paMKax NPEJOCTABIECHHBIX IOJHOMOYHW, a TaKke B
pe3yabTate HabMoAeHuH cieayonieil nHdopMaluu:



- CBEJICHUI 0 (PU3MYECKUX Mepax 3alIUThl 00BEKTOB, B KOTOPHIX pa3MEIICHbI
pecypceor UC;

- CBEJICHHI O Mepax Mo 00ECHEeUYEeHUIO KOHTPOJIUPYEMOUM 30HBI OOBEKTOB, B
KOTOPBIX pa3melieHsl pecypcsl C;

- CBEJICHUI 0 Mepax IO pa3rpaHUUYEHHUIO JIOCTyNa B IIOMEIIECHUS, B KOTOPBIX
Haxonstrcss CBT, Ha kotopeix peanuszoBanbl CK3U u CO;

4.2.9. WCHONB30BaHME IITATHBIX CPEACTB, OIPAHMYEHHOE MEpPaMH,
peanuzoBanHeiMu B MIC, B kotopoit ucnoisibdyercss CK3U, n HanpaBieHHBIMH Ha
[IPEIOTBPALLICHUE U NIPECCYCHNE HECAHKIIMOHUPOBAHHBIX IEUCTBUM.



